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TEPMUHBI U OINPEAEJIEHUSA

Be3onmacHoCTh MEPCOHAJBHBIX JAHHBIX — COCTOSHHE 3AIIMIIEHHOCTH IEPCOHATBHBIX
JAHHBIX, XapaKTepu3yemoe CIOCOOHOCTbIO I10JIb30BaTellel, TEeXHUYECKUX CPEJCTB U
UH(GOPMALMOHHBIX TEXHOJIOTHH o0ecneyuTb KOH(GHUAEHUUAIbHOCTh, LENOCTHOCTL H
JIOCTYITHOCTb NEPCOHANIBHBIX JAaHHBIX MPH WX 00paboTKe B MHOOPMALMOHHBIX CHCTEMaX
MepCOHaNIbHbIX JIAHHBIX.

JoeTtynm B omepaniHoOHHYI0 cpely KomnbioTepa (HHGOPMAUMOHHOH CHCTEMbI
NepCcoOHANbHBIX JAHHBIX) - MOJIYYEHHE BO3MOXXHOCTH 3aMyCcKa Ha BBIMOJHEHHE IITATHBIX
KomaHJl, QyHKIMA, Npoleayp OMEepalHOHHON CHUCTeMbl (YHHUUYTOXEHHS, KOIHUPOBAHMS,
NepeMeIesuss W T.01.),  MCHOJHAEMbIX  (DailioB  NpPUKIAAHBIX  MPOrpaMM.

Jdoctyn k nHopManHH — BO3MOXKHOCTh MOTYHEHUS] HH(POPMALIUU U €€ MCIIOIb30BaHUS.

MUaenTuduxauus - npucBoeHue cydbekraM U oObeKTaM JocTyna uIeHTH(UKATopa M
(M) CcpaBHEHHE TMPEIBABIIEMOr0 HMICHTU(UKATOpPA C MEpPEeYHEM TPUCBOEHHBIX
UIeHTU(HUKATOPOB.

Hudopmanuonnas cucTremMa NepcoHaIbHbIX JaHHBIX — COBOKYITHOCTD COJACPKAIMXCS B
0azax JaHHBIX [EPCOHANBHBIX JAHHBIX W  OOCCICYMBAIOIMX WX 00paboTKy
UH(POPMAILMOHHBIX TEXHOJIOTUH 7 TEXHUYECKHX CPeJCTB.

HcToynuk yrpo3nl GesonacHocTH HHpopMauuu — CyOBEKT AOCTYya, MarepHalbHbIN
00beKkT uinM (usnueckoe SBIEHUE, SBISIOLIAECS MPUYUHON BO3HUKHOBEHHS YIpO3bl
Oe3onacHOCTU MH(GOPMALIKH.

KonTponnpyemas 30Ha - 5T0 MPOCTPAHCTBO, B KOTOPOM UCKIIFOYEHO HEKOHTPOJIMPYEMOE
peObIBaHWE COTPY/IHMKOB M [OCETHTEsel orneparopa M IOCTOPOHHMX TPaHCIOPTHBIX,
TEXHMYECKHUX M MHbIX MaTepUaJIbHbIX CPE/CTB.

HecaHKIMOHHPOBaHHBIN A0CTYN (HeCAaHKIHOHHPOBAHHBIE XEHCTBHSA)— IOCTYN K
WHpOPMALUMK WM JIEHCTBUS ¢ MH(OpMalKeil, Hapylame MpaBuia pasrpaHuyeHus
AOCTyIa ¢ MCMNONb30BAaHMEM LUTATHBIX CPEICTB, MPEAOCTABIAEMBIX HH(POPMALMOHHBIMU
CHCTCMAaMH MEPCOHAJILHBIX TAHHBIX.

O6paboTka nepcoHaILHBIX AAHHBIX — JI000€ JeiicTBHE (Orepalns) UM COBOKYITHOCTh
JIeHCTBUU (Omepaluii), coBepaemMbiX C HCHOJB30BAHUEM CPEJICTB ABTOMATU3AL[MH WITH
0e3 MCIOJIb30BaHKs TAKUX CPEJICTB C MEPCOHAIBHBIMU JAHHBIMM, BKIHOUAs c60p, 3aMUCh,
CHCTEMaTH3allMI0, HAKOIUICHHE, XpaHeHWe, YTO4YHeHHEe (OOHOBJIEHHE, W3MEHEHHE),
M3BJICYEHHUE, HCII0JIb30BaHKE, Tepenady (pacnpocTpaHeHue, MpeaoCTaBlIeHHe, JOCTYI),
obe3nuunBaHue, OJOKMpOBaHHe, YJajeHHe, YHUYTOKEHHE MNEePCOHATbHBIX JAHHbIX.

Omneparop - rocysapcTBeHHBIH OpraH, MyHHLWNAIBHBIA OpraH, IOPUIUYECKOE WIH
(u3uyecKoe K10, CAMOCTOSITENILHO MM COBMECTHO C JIPYIMMM JIMIIAMM OPraHU3yIOIHe 1



-

(uM) ocyulecTBIsSIFOIIME 00pabOTKY MEepPCOHANIbHBIX JIAHHBIX, @ TaKXe OIpeiesstoiiie
nesii 06paboTKU MepcoHaIbHBIX JaHHBIX, COCTAB MEPCOHANBHBIX JIAHHBIX, MOJJIEXAIIUX
obpaboTke, neiicTBUS (omepanuu), COBepllaeMble ¢ MePCOHANbHBIMU JaHHBIMHU.

[lepconasibHbie AaHHBIE — J1I00as MHPOPMALKS, OTHOCSINASCH K MPIMO HIH KOCBEHHO
OIpENEIEHHOMY WM ompeaensieMoMy (uzuueckomMy JuLy (CyObeKTy mepcoHaIbHbIX
JIAHHBIX ).

IMonb3oBaTesis HHGOPMANHOHHOH CHCTEMBbI MEPCOHAJILHBIX JIAHHBIX — JIHIIO,
y4yacTByoliee B (yHKIHOHUPOBAHUU HH(POPMALIMOHHON CUCTEMbI MEPCOHATBHBIX TaHHBIX
WJIA UCTIONB3YIOLIEE pe3ysibTaThl €¢ (YHKLIMOHUPOBAHMSL.

IlpaBuia pa3rpaHu4eHHsl 10CTYNA — COBOKYIIHOCTb IPAaBUJI, periiaMeHTHPYIOIIUX MpaBa
N0CTyIa CyObEeKTOB JOCTYMa K 00bEKTaM JI0CTyra.

Pecypc unHdopmanmonHoli cHcTeMbl- HMMEHOBAHHBIM  DJJIEMEHT  CHCTEMHOTO,
OPUKIAAHOIO MM anmapaTHoro obecrnedeHus (YHKLUMOHUPOBaHUA HHMOPMALIMOHHOM
CUCTEMBI.

CpeacrTBa BBIYMHMCIHTEIbHONH TeXHHKH - COBOKYIHOCTh MPOTPAMMHBIX M TEXHHYECKUX
3JIEMEHTOB CHCTEM O0pabOTKM AaHHBIX, CMIOCOOHBIX (PYHKIMOHUPOBATH CAMOCTOSATCIBHO
WIIK B COCTaBE JPYTUX CHCTEM.

Cyb6bekr gocrynma (cy0beKT)- JIMLO WIM  MpoLleCC, JeHCTBUA  KOTOPOro
periaaMeHTHPYIOTCS MpaBUIaMH pa3rpaHHYeHUs J0CTYTA.

Texnuueckue cpeacTsa HH(POPMAUHOHHOH CHCTEMbl MNEPCOHAJIBLHBIX JAAHHBIX -
CpeACTBA BBIYUCIUTEIBHON TEXHUKH, WHPOPMALUUOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCH U
CeTH, CPEJICTBA M CHUCTEMbI Iepejlauu, rpueMa U 00pabOTKH IEePCOHANIBHBIX JIaHHBIX
(cpeacTBa M CHUCTeMbl  3BYKO3alMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIIPOM3BEIEHMUS,
NIEPErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBICHUS, TUPAKUPOBAHHS
JOKYMEHTOB H JIpyrue TeXHUYECKHe cpelicTBa 00paboTKy pedeBoM, rpadhuyeckoid, BHIE0-
1 OyKBeHHO-IIU(DPOBOI HHPOPMALMHK), IIPOrPAMMHbBIE CPE/ICTBA (ONepPalMOHHBIE CUCTEMBI,
CHCTEMBI ynpaBieHMs Oa3aMH JaHHBIX M T.[.), CPEACTBA 3aLIUThl HH(OPMALIUH.

¥Yrpo3bl 6€3011aCHOCTH NMEPCOHAbHBIX JAHHBIX — COBOKYITHOCTh YCIOBHI U (DAKTOPOB,
CO3Ja0IIKUX ONACHOCTh HECAHKILIMOHMPOBAHHOIO, B TOM YHUCJE CIy4alHOro, AOCTyna K
NePCOHANbHbIM JaHHBIM, PE3YJIbTATOM KOTOPOr0 MOXKET CTaTh YHUUYTOXKEHHE, U3MEHEHHUE,
O10KMpOBaHKe, KOMMPOBAHUE, PACTIPOCTPaHEHHE MEPCOHAILHBIX JaHHBIX, a TAK)KE MHBIX
HECAaHKIIMOHUPOBAHHBIX JeWCTBUU 1pu ux oOpaborke B HHGPOPMAIMOHHON CcHUCTEME
[IePCOHAJIBHBIX JTaHHbIX.

Yassumocte UCII/In — Hesoctarok uimm cnaboe MeCTo B CUCTEMHOM MIIM [IPUKIIAJHOM
[IPOrpaMMHOM (mporpaMMHO-anmnapaTHoM)  oO€CleYeHHH  aBTOMATH3UPOBAHHOMN
WH(QOPMALIMOHHON CHCTEMbI, KOTOPOE MOXKET ObITh KCIOJIb30BAHO [l peaau3aliu
yrpo3sl 0e3onacuoctu [1]1H.
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LlesocTtHocTh HMH(pOpManHuK - cocTosHue WHOOPMALMKU, MPH KOTOPOM OTCYTCTBYET
noboe ee u3MeHeHHe JIMOO H3MEHEHHWe OCYILECTBIISCTCS TOJbKO [PEHAMEPEHHO
cyObeKTaMu, UMEIOLIMMHU Ha Hero Mpaso.

INEPEYEHb COKPAILIIEHUM

ABIIO — anTuBHUpyCcHOM MporpaMMHoe obecredeHne

APM — aBTroMaTu3upoBaHHOE paboyee MecTo

NCI1 1 — nHdopmaliioHHast cucTeMa MEPCOHATBHBIX TaHHBIX
JIBC — nokasibHas BLIYUCIIUTENILHAS CETh

HCJ] — HecaHKITMOHMUPOBAHHBIH TOCTYTI

OC — onepauyoHHas cuctema

[1/I1 — nepcoHanbHbIE NaHHBIE

11O — nporpammHoe obecnieuenue

C3U — cpencrBa 3amuThl HHGOpPMAaLUH

C3I1/11 — cuctema (rojcucrema) 3alluThl NEPCOHATBHBIX JTAHHBIX
TKY U — texauyeckue kaHaibl yTeYKH HHOpPMAITUH

YbII/IH — yrpo3bl 0€30MacHOCTH NEPCOHANIbHBIX JAHHBIX
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BBEJEHUE

Hacrosimas Ilonutuka undopmanmonHoi GesomacHoctu (manee Ilonmrtuka) AO
"MCK "Hossi#i Ypenroit" (nanee Oneparop) pa3paboTaHa B COOTBETCTBUU C LIETSIMH,
3ajjauaMy ¥ MPUHLIHUNIAMHU o0OecriedeHus 6e30NacHOCTH MePCOHANBHBIX JaHHbIX.

[lonmuTuka paspaboTaHa B COOTBETCTBMM C TpeOOBaHUSIMH HOPMATHBHbIX
JOKYMEHTOB:

— ®enepanbHoro 3akoHa ot 27 uoins 2006 r. Ne 152-03 «O nepcoHanbHbIX JaHHBIXY;

= IlocranoBnenus IlpaBurensctBa «OO6 yTBepkIeHHH TpeOoBaHMIl K 3aluTe
MIEPCOHANIBHBIX JIaHHBIX MPU UX 00paboTKe B MH(MOPMALMOHHBIX CUCTEMAX IIEPCOHAILHBIX
naHueix» ot 01.11.2012r, Nel1119;

= llpukaza «OO0 yTBepKIeHMHM COCTaBa U COAEP)KAHUS OPraHW3AlUOHHBIX U
TEXHUYECKUX Mep 1o olecrevyeHnio Oe30MacHOCTH IePCOHANbHBIX JIAHHBIX TIPH KX
00paborke B MH(OPMAIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAaHHbIX» oT 18 denpans 2013
r. DCTOK N 21.

B Tlonutuke onpenenenst TpeGoBanuss k mepconany WMCIIJIH, creneHsb
OTBETCTBEHHOCTH II€PCOHANA, CTPYKTYypa M HEOOXOOUMbIH YpPOBEHb 3allMIIEHHOCTH,
CTaTyC M JOJDKHOCTHbIE OOS3aHHOCTU COTPYIHWUKOB, OTBETCTBEHHBIX 3a ObecriedeHue
Oe3onacHoctd nepcoHalbHbIX AaHHbIX B MCII/IH AO "MeaumnuHcKas CTpaxoBasi
koMmnanust "HoBblit Ypenroii".
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1. OOumme moJIoKEeHUs

Llenbto Hactosied Ilonutuku sBrnsercs obecriedeHre O€30MACHOCTH OOBEKTOB
3ammTel Oneparopa OT BCEX BHJIOB YIrpo3, BHEIIHHX W BHYTPEHHMX, YMBILUUIEHHBIX U
HENpeTHAMEPEHHbBIX, MUHMMH3aLMs yiepda oT BO3MOXHON peanusanuu Y BIT/[H.

Mepsl no o6ecnedeHH0 6€30NaCHOCTH MEPCOHANBHBIX JAAHHBIX MPUHUMAIOTCS IS
3alIUTHl TIEPCOHANBHBIX JAHHBIX OT HEMPAaBOMEPHOIO MIIM CIyYaWHOTO JOCTyNa K HHM,
YHUUYTOXKEHHsI,  W3MeHeHHWs,  OJIOKMpOBaHMA,  KONHPOBAHHUs,  TPEAOCTABJICHUS,
pacnpocTpaHeHus MePCOHANIbHBIX JIAHHBIX, @ TAKXKE OT UHBIX HENPABOMEPHLIX JAEUCTBUI B
OTHOILIEHUH MEPCOHANIbHBIX JaHHbBIX.

Mudopmaius u cBs3aHHbIE C Hell pecypchl JIOJKHBI ObITH JIOCTYIHBI JUIs
aBTOPU30BaHHbIX  MMoOJb30BaTesied.  JIODKHO ~ OCYLLECTBISATBCS  CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha YBI1/{n.

JIOJDKHO OCYIIECTBIIATHCS TNPE0TBpalleHHe MpPeHAMEPEHHBIX MM CIYYaiHbIX,
YaCTHYHBIX WM TIONHBIX HECAHKIMOHMPOBAHHBIX MOAMQPHUKAUMNA HIM YHUUTOXKESHHUS
JaHHBIX.
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2. OBJIACTb JEHUCTBUS

TpebGoBanus Hacrosuied IloJUTUKKM pacrpOCTPaHSIOTCS HA BCEX COTPYIHMKOB
Omneparopa (LITaTHBIX, BPEMEHHBIX, pabOTAIOLIMX MO KOHTPAKTY M T.I.), a TaKXKe Bcex
MPOYMX UL (TOAPSATYNKHY, Ay IUTOPHI U T.I1.).
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3. Cucrema 3aIUTHI NEPCOHATBHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbix ganHbiX (C3I1/IH), cTpouTCst HA OCHOBAHUM:
= INEPEHHA NMEPCOHAJIbHBIX JIAHHbBIX,
— YaCTHOW MOJEIH aKTyaJlbHbIX YTPO3 U BEPOSATHOTO HAPYIIUTENIS;
- TIOJIOXKEHHS O Pa3srpaHUUCHUH TIPaB AOCTYMA K TIEPCOHATBHBIM JaHHBIM;

- HopMaTUBHBIX 10KyMeHTOB PCTOK u OCh Poccun.

Ha ocHOBawuM »5TUX JOKYMEHTOB OIpe/ensieTcss HeoOXOAMMbIH ypOBEHb
sawuieHHoctd [1/In kaxnoi MCI1/In Onepatopa. Ha ocHOBaHuu aHanu3a akTyalbHbIX
yrpo3 6GeszonacHoctd II/In omucanHoro B YacTHON MoZenu akTyalbHBIX yrpo3 H
BEPOATHOIO HAPYLIWTENA, HeIaeTcs 3aKMOYeHHe O HEOOXOAMMOCTH WCIOJIb30BAHUS
TEXHHUYECKHX CPEJICTB W  OpPraHMU3alMOHHBIX MEPONpPUSTHH Juis  obecrevyeHus
6esonacHocTu I1/IH. BhiGpanHble HeOOXOAMMble MEpPONpHATHS OTpaxkaroTcss B IlmaHe
MEpPOTIPUSATUN 110  BHYTPEHHEMY KOHTPOJIIO 3a CoOmIOAeHueM  0e30ITacHOCTH
[IEPCOHAIbHBIX JJAaHHBIX.

Opranu3zaiioHHbIe MEPOTIPUATHUS T0/DKHBI BKIIIOYATH:
- IIPaBOBOE OCHOBaHMe M5 cOOpa MepcoHanbHBIX JaHHBIX;
- ornpejie/ieHue OTBETCTBEHHBIX JIMLL 32 COONIOIeHUEM Mep 6e30MacHOCTH;
- 3aIUTY NePCOHAIBHBIX JIaHHbIX, 00pabaTbiBaeMbIX 0€3 CpeICTB aBTOMATHU3ALINH;

= 3aLUMTY TEPCOHANbHBIX JIaHHBIX, 00OpabarblBa€MbIX C IPUMEHEHHEM CpPEJICTB
aBTOMaTHU3al1H;

= 3allUTy 00BEKTOB OT XHUILEHUSA,
= 3allUTY CbE€MHBIX HaKOHHTeHeﬁ, coAepxKallux MepCcoHalIbHbIE JIaHHbIE;
= BOITIPOCHI YHUYTOXECHHA MCPCOHAIBHBIX JaHHBIX.

B saBicumocTu ot yposHs 3ammuenHoctd UCIIJIH u akTyansHbix yrpos, C3I1/Ix
MOXET BKJIIOYaTh ClIeYyIOlHe TeXHUYECKUE CPeNCTBA:

— 3aILMThl OT HECAHKLIIMOHUPOBAHHOI'O AOCTYIA K EPCOHAILHBIM JaHHbIM;

- aHTUBMPYCHOH 3aIMThI U1l pabouMX CTAHUMI MOJIb30BATENEN 1 CEpBEPOB;
= MEXKCEeTeBOI0 9KPaHUPOBAaHHUA,

- 00OHapy KeHHUsI BTOPIKEHMIA;

~ KOHTPOJIS 3aLIMINEHHOCTH NePCOHATBHBIX JaHHBIX;

- KPUNTOTPaQUIECKOH  3alIMTHl  MHYOPMALMH, MpM Tepefade  3alAIIAEMOit
MH(OPMALINK M0 KaHAJIaM CBS3H;

= 3aIUTHI CPebl BUPTYAIN3aLNN;

= 3ammThl 0T yTeuku no TKYH.
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4. TpeooBanusi k nogcucremam C3I11An
C3I1/11 moxeT BKJItoYaTh B ce0s clie[yIolHe MOJCHCTEMBI:

— Unentudpukauun v ayreHTudukanum cyObeKTOB JOCTyna M 0OBEKTOB JIOCTYIA.
[Toncucrema obecrnieunBaeT NMpUCBOEHUE CYObEKTAM M OOBEKTAM JIOCTYNA YHUKAJILHOIO
npu3Haka (MAEHTH(MKATOpa), CpPaBHEHUE MPEAbIBIAEMOr0 CYOBEKTOM (00BHEKTOM)
IOCTyna HMACHTH(QHKATOpPA C MEpPeYyHEM IPHCBOCHHBIX HACHTU(PHUKATOPOB, a TaKKe
IPOBEPKY TMPHUHAUIEKHOCTH CyObekTy (00bEeKTy) J[AO0CTyna MpeabsBIEHHOIO WM
uaeHTU(UKaTopa (MoATBep)KAeHHE MOATUHHOCTH ).

— YnpasineHuss JOCTynoM cyObeKTOB mocTyma K obbektam jpoctyna. Iloacucrema
obecrieuMBaeT  ynpaBleHMe [paBaMd U  [PUBWIETHSAMHM  CyOBEKTOB  JOCTYIIa,
pasrpaHUyueHHe [OCTyma CyOBEKTOB JOCTyna K OOBEKTaM JOCTylla Ha OCHOBE
COBOKYIHOCTH YCTaHOBJIEHHbIX B MH(OPMALMOHHOI CHUCTeMe TpaBuil pa3rpaHUYuEHHs
JOCTyIIa, a TaKXKe obecreyrBaeT KOHTPOIIb 33 COOOIEHHEM ITUX IIPAaBUII

- Orpanuyenus nporpaMMHo# cpenbl. [Toacuctema obecrneunBaer ycTaHOBKY M (UIH)
3alyCK TOJIbKO pa3pelleHHOro K MCIOJb30BaHUMIO B HH(DOPMALMOHHOM CHCTEME
MPOrpaMMHOTO OBECTIEYEHUs HITH UCKITIOYaTh BO3MOXKHOCTH YCTAHOBKU M (MITH) 3aIycKa
3alpelIeHHOT0 K  MCIIOJIb30BAHWIO B HMH(OPMAlMOHHOW CHUCTEME [POrPaAMMHOIO
obecrnieyeHus

- Peructpauuu cobwituii 6e3onacHocru. [Mojcucrema obecrieunsaer c6op, 3amuce,
XpaHeHHe M 3alIUTy HHGOpMALMU O COObITHAX O€30MacHOCTH B HMHGOPMALMOHHOMN
CHCTEME, a TAK)KE BO3MOXKHOCTB MMPOCMOTPA W aHAJIN3a HH(POPMAIIMU O TAKUX COOBITUIX U
pearupoBaHue Ha HUX.

~ AHTHBHpYCHOW  3ammTel.  lloacuctema  obecrieuuBaeT  oOHapyXeHWe B
MH(OPMAIMOHHON CHCTEME KOMITLIOTEPHBIX [IPOrpamMM JIM60 MHOH KOMITBIOTEPHOI
MHQOPMALMK,  NPEHA3HAYEHHOM Ui  HECAaHKUMOHMPOBAHHOTO  YHUYTOXEHWS,
OnokMpoBaHus, MOAM(QHUKALMK, KOTMHMPOBAHWS KOMIIBIOTEPHOH HHGOPMALMH  HIH
HEWTpaIU3alMK CPE/ICTB 3ALUMThl HH)OPMALMH, @ TAKXKEe PearnpoBaHue Ha 0OHApYKEHUE
3TUX NPOrpaMM U UH(OPMALIMH.

= OGnapyxenus (npejoTBpaienus) Bropxenuit. [logcucrema obecrieunBaer
oOHapyXeHHe  JeWCcTBH B  HMH(DOPMALMOHHON  CHCTEME, HalpaBJIEHHbIX Ha
HECAaHKLIMOHUPOBAHHBIM NOCTYN K MHGOPMALMH, CHELMANbHbIE BO3IEHCTBUS HA
MHOPMALIMOHHYIO CHCTeMy W (WJIM) TepCOHANbHBIE [aHHbIE B IEJIsX N00ObIBaHUS,
YHHUYTOXEHHS, UCKAKEHUS 1 OJIOKMPOBAHUS JIOCTYNA K MEPCOHAbHBIM JIaHHBIM, a TAKKe
pearupoBaHHU€ Ha ITU ACHCTBUS.

- Kontpons (ananusa) 3aliMINEHHOCTM NEPCOHANbHBIX JaHHbIX. [loacucTeMma
obecreyuBaeT  KOHTPOJb  YPOBHA  3AlUMIIEHHOCTH  MEPCOHAIbHBIX  JaHHbIX,
00pabaTbIBacMbIX B MHGOPMALHOHHOH CHCTeMe, MyTeM MPOBEIEHHS CHCTEMATHYECKHX
MEPOTIPUATHH 0 aHaNM3Yy 3ALUIIEHHOCTH WH()OPMALIMOHHON CHCTEMBI U TECTUPOBAHUIO
paboTOCIOCOOHOCTH CUCTEMBI 3aILMThI NIEPCOHATbHbIX AaHHBIX.

- OOGecrieyeHus LENOCTHOCTH UH(POPMALMOHHOM CUCTEMBI U NEPCOHAIBHBIX JAHHBIX.
[loncucrema obGecneunBaer obHapykeHHe (HAKTOB HECAHKIIMOHMPOBAHHOTO HAPYIIEHHMS
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LEJIOCTHOCTH HWH(OPMALMOHHON CUCTEMbI W COJIEPKAIIMXCS B HEW IEPCOHAILHBIX
AaHHbIX, a TaKX€ BO3MOXHOCTbh BOCCTAHOBJIEHHS I/IHq]OpMaLIHOHHOﬁ CHUCTEMBI H
coziepKalMXCsl B Hel epCOHAIbHBIX JaHHBIX.

- Obecneuenuss NOCTYNMHOCTH MNEPCOHaNbHBIX AaHHbIX. Iloacucrema oGecreumBaeT
aBTOPHU30BAHHBIN JOCTYII M0JIb30BaTENEH, UMEIOLUX NIPpaBa 1Mo AOCTYIY, K MEPCOHATBHBIM
JAaHHBIM, COAEp)KAIIUMCS B HHQOPMAUMOHHON CHCTEME, B IITATHOM PEKHME
(YHKLUMOHUPOBaHUSI UHHOPMALIMOHHON CHCTEMBI.

— 3ammTel cpejibl BUpTyanusanuu. Ilojcucrema HUCKIFOYaeT HECAHKIMOHMPOBaHHAIM
JOCTYII K IIEPCOHAIbHBIM JaHHBIM, 00pabaTbiBaeMbIM B BUPTYaJIbHON UH(DPACTPYKTYpE, U
K KOMIIOHEHTaM BUPTYalbHOM WH(pacTpyKTypbl U (WJd) BO3JEMCTBHE HA HUX, B TOM
YHCIC K CPCACTBAM  YMPABICHHS BUPTYyaJbHOM HMHQPACTPyKTYpOil, MOHHTOPY
BUPTYaJlbHbIX MAalllWH (TUIIEPBU30PY), CUCTEME XPaHEHHs NaHHBIX (BKJIIOYAs CHCTEMY
XpaHeHus: 00pa30B BHUPTYalbHOH HH(PACTPYKTYpbl), CETH MEpeJadd JaHHbIX Yepes
3JIEMEHTBI BUPTYaJIbHOW WK (HU3HYeCKOH MH(PACTPYKTYpPhl, TOCTEBLIM OMNEPALIMOHHBIM
cucTeMaMm, BHPTyallbHbIM MallluHaM (KOHTEHHepaM), CHUCTeMEe M CeTH peILIMKALUM,
TEPMUHAIbHBIM M BUPTYaJIbHBIM YCTPOMCTBAM, a TaKKe CHCTEME pe3epBHOIO
KONMPOBaHHUs U CO3/1aBaEMbIM €0 KOIIHUSM.

- 3amuThl TeXHUYECKUX cpeacTB. [loacucTema MUCKIIOYAET HECAHKIMOHUPOBAHHbIMN
AOCTYINl K CTallMOHAPHBIM TEXHUYECKHUM CpeJICTBaM, 00pabaThIBAIOIIMM IEPCOHAILHbIC
JaHHbIE, CPEACTBaM, 00eCneYnBaAIOINM QYHKIIHOHUPOBAHWE WH(POPMALIMOHHON CHCTEMBI
(nanee - cpejctBa obecneyeHus: PyHKIIMOHUPOBAHHKS), U B TIOMEIIEHHS, B KOTOPBIX OHU
TIOCTOSIHHO PAcCIoJIOKEHbI, 00eCreyrBaeT 3aIlUTy TEXHHYECKMX CPEICTB OT BHEIIHHX
BO3JICHCTBHA, a TaKXe 3allUTy TMEePCOHANBHBIX JAHHBIX, MPEJCTABICHHBIX B BHIE
MH(OPMATHBHBIX 3JIEKTPUYECKUX CUTHAJIOB U (PU3MYECKHUX TOJIEH.

= 3amuTel MH(GOPMALIMOHHOW CHCTEMBI, €€ CPEeJCTB, CHCTEM CBS3H W nepeaavu
nanmbix.  Tlogcncrema  ofecirieuuBaeT  3alIMTY  NEPCOHAIBHBIX  JIaHHBIX  TpH
B3aUMOJIEHCTBUM MH(POPMALIMOHHON CHUCTEMbI MIIM €€ OTAEJIbHBIX CEerMEHTOB C WHBIMHU
MH(QOPMALMOHHBIMU CHCTEMaMH M MH(OPMALHOHHO-TENEKOMMYHUKALMOHHBIMEA CETIMH
OCPE/ICTBOM TPUMEHEHHS] apXUTEKTYPbl WH(OPMALMOHHONW CHUCTEMBI M IPOEKTHBIX
pelLeHNH, HallpaBIeHHbIX Ha obecneueHne Oe30MaCHOCTH NEPCOHANTBHBIX AaHHBIX.

- BoisiBieHMs MHIMAEHTOB M peardpoBaHMI0 Ha HuX. [lojcucrema obecreunBaeT
OOHapyxXeHHe, UIEHTU(GUKALMIO, aHAIU3 UHLHUIEHTOB B MH(POPMALIMOHHOM cUcTeME, a
TaKXe NPUHATHE MEP M0 YCTPAHEHUIO U NIPEAYPEKIEHHIO WHLUACHTOB.

— Ynpasinenus KoHGHTrypaiyeid MHPOPMALMOHHONW CHCTEMBI M CHCTEMON 3aIUThI
NCPCOHANBHBIX  NaHHbIX. llomcucrema oOecrieynBaeT  yrpaBieHWE HW3MEHEHUSMHU
KOH(Urypaun1 HHHOPMAIMOHHON CHCTEMBI M CHCTEMbI 3aIUThI [IEPCOHATBHBIX JAHHBIX,
aHajlkM3 IIOTEHUMAIBHOrO BO3JCHCTBHUA I[UIaHUPYEMbIX HM3MEHEHMH Ha obecreueHue
6€30MacHOCTH MePCOHANBHBIX JAHHBIX, & TAKKE JOKYMEHTHPOBAHHE STHX H3MEHEHMIA,
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5. Toas3zosarean UCII/An

B HCIIln Oneparopa MOXHO BbIJ€NIUTh CIEAYIOUIME I'PYIIIbl [10JIb30BaTENIEH,
y4acTBYIOLIMX B 00paboTke u xpaHeHuu [1/[H:

- aamuaucTpatopsl 6e3onacHoctd MUCII/H;
- nosns3oBarenu UCIT/IH;
— CHCTEMHBLIE aﬂMHHHC’FpaTOPb!.

JlaHHble O rpynmax Moip30BaTelsX, YPOBHE UX JOCTYNAa U MH()OPMUPOBAHHOCTH
AOJKeH OBITh oTpaxkeH B IlonoxkeHun o pasrpaHWYeHUH MpaB AOCTYIA K MEPCOHATLHBIM
JTAHHBIM.

Anmunuctpartopsl 6e3onacuoct UCIx:

AnmuHucTpaTopoM 0e€30MacHOCTH ABJIsAETCS IUTATHBIA coTpyaHuK Onepatopa,
OTBETCTBEHHBIN 3a (ynkumonuposanue C3I1/IH, HazHauaercs mpukasoM ['eHepanbHOrO
JIUpeKTopa.

AnmMuHHCTpaTOp 6€30MacHOCTH 001aJaeT CAeAYIOMIUM YPOBHEM JOCTYA U 3HAHUIA:
- obuianaer npaBamu agmunucTparopa MCIT/Ix;
= obnanaer nosiHoi uHpopmarue 06 UCT/1H;

- MMeeT JIOCTYI K CPeNCTBaM 3allUThl MH(GOPMALMK U TIPOTOKOJIHUPOBAHNS W K YacTH
KiroueBbiX 3jieMeHToB UCTT/IH;

= He HMMeeT IpaB JOCTyNa K KOH(UIYPUPOBAHUIO TEXHHUYECKMX CPEJCTB CETH 3a
MCKJIFOYEHUEM KOHTPOJIbHbIX (MHCIIEKIIMOHHBIX ).

AJIMUHHCTPATOP 0€30TTaCHOCTH YIIOJIHOMOYEH:

- peann30BbIBaTh MOJUTUKK Oe3omacHOCTH B yacTu Hactpoiiku CK3U, MexcereBbIX
3KPaHOB M CHUCTeM OOHApyXEeHWs aTaK, B COOTBETCTBHHM C KOTOPBLIMH TIOJIb30BATElb
[0JIy4aeT BO3MOXHOCTh paboTats ¢ anementamu MCIT/IH;

= OCYHIECTBJIATh ayJIUT CPEACTB 3alllUThI,

= YCTaHaBJIMBaTh HOBEPHUTEIIbHBIC OTHOLICHUS CBOEH 3alUIIEHHON CETH C APYTIrUMH
3alllMIIICHHBIMH CETAMHM.

[Tons3oBatens UCIT/IH

ITonbsoBatenem  MCIIJIn  sBnsietcss  wraTHeIl  coTpyanuk  Omepatopa,
ocyulecTBsiiOmMi - obpaborky I1Jln. O6paborka IIJIH BKIIOYAET: BO3MOKHOCTD
npocmotpa [1/1n, pyunoit Beox I1/ln B cuctemy MCII/IH, ¢opmmpoBaHue CrpaBoK H
0T4eTOB 110 uHpopmanyu, nonydenroi uz MCI1J]. TTosb3oBaTesb He UMEET MOJIHOMOYMI
Al ynpaBlieHUs nojacucreMamu o6pabotku ganusix U C3I1IH.

[Tonb3oBaresns MCIT/1H o6nanaer ciienyomnm ypoBHEM JIOCTYIIA U 3HAHUI:

= obnanaer  BcemMM  HeOOXOJMMbIMH  aTpubyTamu  (Hanpumep,  maposiem),
obecnevynBaoIMMU TOCTYIT K HEKOTOPOMY nojiMHoKecTBy I1)1H;
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=t pacniojiaraeTt KOH(pHﬂ,EHLlHaJ'IbeIMH AaHHBIMU, K KOTOPBIM UMEET NTOCTYII.

CucremMHble aIMUHUCTPATOPBI:

CucTeMHBIM aAMHUHUCTPATOPOM MOXET ObITh LUTATHBIA cOTpyAHHK OnepaTopa wiu
JIMIa CTOPOHHUX OpraHM3alii, OCYIUECTBIAAIOLMX CBOM (PYHKUMH HA OCHOBaHUH
JIByXCTOPOHHEro jorosopa. CUCTEMHBIN aJMUHUCTPATOpP HE HMEET ITOJHOMOYHHN JijIs
ylpaBJieHHUs NoJcUcTeMaMH 00pabOTKH 1aHHbIX U 6€30MacHOCTH.

CucTeMHBIN aAMUHUCTPATOP 00J1a1aeT CAeaYIOUMM YPOBHEM JIOCTYIIA M 3HAHHIA:

- obramaer 4YacThi0 WHGOPMAIMU O CHUCTEMHOM U TIPHKIJIAJHOM TMpPOrpaMMHOM
obecneuennn UCIT/IH;

= o0OnamaeT 4acThl0 MHOOPMALMK O TEXHWYECKUX CpPEACTBAX W KOHQUIypaluu
NUCIIT/1n;

~ umeeT (PU3MUECKUt IOCTYN K TEXHUYECKMM cpejcTBaM 00paboTku uH(pOpMalu 1
CpeACcTBaM 3allUThI;

— 3HAET, 110 MEHbIIIEH Mepe, OJIHO JIerajbHOe UMS JIOCTYIIA.
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6. TpeGoBaHus k nepcoxay no obecneyenuro 3amuthbi [1/1n

Bce corpynnuxku Oneparopa, ssisomueca nosnb3oBatenssMu MCIIOH, A0KHBL
YETKO 3HAaTh U CTPOr'O BbINOJIHATH YCTAHOBJIEHHBIE NIPaBuiia U 0013aHHOCTH 110 JIOCTYITY K
3alUIIaeMbIM 00BEKTaM U COOJIIOICHUIO MTPUHATOrO pexkuma Oezoracuoctu [1]1H.

[Ipu BeTymieHUM B AODKHOCTh HOBOI'O COTPYAHUKA HENOCPEACTBEHHBIN Ha4yallbHUK
noapaszielicHuss, B KOTOPOE€ OH IIOCTYIIAET, 00s3aH OpraHu3oBaTb €ro O3HaAKOMJICHHE C
NOKHOCTHOM MHCTPYKIMEH M HeOoOXOAUMBIMH TOKYMEHTAMH, perJlaMeHTHPYIOIIUMHE
TpeboBaHust no 3awmure [I/IH, a Takke oOydyeHHe HaBbIKaM BBIMOJHEHUS MPOLEAYP,
HEOOXOIUMBIX I CAaHKIIMOHHPOBAHHOTO Hcnosb3oBanus MUCIT/1n.

CoTpyaHHK IODKEH OBITH O3HAKOMIIEH €O CBeACHUsAMHU Hacrosimed [lomuthky,
NpUHATHIX npouenyp padotsl ¢ anementamu UCITn u C3I10H.

CoTtpyiHUKH Omneparopa, UCIIOJIb3YIOIIIUE TeXHUYECKUE CpeacTBa
ayTEeHTU(HUKALNH, JOJDKHBI 00eCIeYrBaTh COXPAHHOCTh UICHTH(PHUKATOPOB (3J1€KTPOHHBIX
kmoueil) nu He ponyckate HCJI k HuM, a Tak >Xe BO3MOXHOCTh HX YTE€PH WM
MCMOJIb30BaHUs  TpeThbMMHM  JiMlamu.  [lonb3oBarenm  HecyT — MepCOHATBHYIO
OTBETCTBEHHOCTb 33 COXPAHHOCTb UJEHTU(DHUKATOPOB.

Cotpyanuxku Onepatopa JO/DKHBI CIEIOBaTh YCTAHOBIIEHHBIM IPOLELYPaM
noziepxanus pexuma oezonacHoctu I1/IH npu BeiOOpe U UCTONB30BaHKUM M1apoJielt (eciu
HE MCII0JIb3YIOTCS TEXHUYECKHEe CPe/ICTBa ayTeHTU(UKALIUK).

Corpyanuku  Oneparopa  J0MKHBI — OOecHeYMBATh  HAJIEXKAILYK  3al[UTy
obopy/a0BaHusi, OcTaBisieMoro 0Oe3 NpUCMOTpa, OCOOEHHO B Tex ciydasX, Korja B
MOMEIIEHUE HMMEIOT JOCTYIN TMOCTOPOHHME juiia. Bce monp3oBaTenn DOMKHBI 3HATH
Tpebosanus no 6ezonacHoctu IJIH U npoueaypsl 3alKMTEI 060PY/10BaHKS, OCTABIEHHOTO
0e3 pHCMOTPa, a TAKIKE CBOM 00SI3aHHOCTH 110 0OECTIEUEHUIO TAKOH 3aIlUTHI.

CoTpynHukam  3ampemiaeTcss — YCTaHABIMBATH — [OCTOPOHHEE  MPOrPaMMHOE
obecrieveHue, NOAKIIOYATH JIMYHbIE MOOUIIbHBIE YCTPOMCTBA U HOCUTENN MH(OPMALIMH, a
TaK Ke 3alMChIBATh Ha HUX 3alUIIAEMYT0 HH(POPMALIHUIO.

Cotpynnukam 3anpemaercss pasrjamarh 3alliiaeMyl0 MHGOPMALMIO, KOTopas
CTajia UM U3BeCTHA Mpu paboTe ¢ MH(POpPMAUUOHHBIMHU cucTeMamu OmnepaTopa, TpPeTbUM
JIALAM.

Ilpu pa6ore ¢ I1Jlu B UCII/In corpyanuku OnepaTopa 00s3aHBI 06eCTIeYnTH
OTCYTCTBUE BO3MOXXHOCTH npocmotpa [1[H TpeTbuMu nuuamu ¢ MOHUTOpPoB APM wuiu
TEPMUHAJIOB.

IIpu 3aBepmenun padotsl ¢ UCIIJIn cotpynuuku o6s3ans! 3ammTute APM wmim
TEPMUHAIIBI C TIOMOULIBIO OJOKUPOBKHM KJIHOYOM MJIM SKBUBAJIEHTHOIO CPENCTBA KOHTPOIIS,



15

HanmpuMmep, AJOCTYIOM I10 MapoJio, €CJIH HE HCIOJIb3YHOTCH 0oJiee CHIIbHBIE CpeacTBa
3alllHTEI.

Cotpynuuku Omnepatopa A0KHBI ObITh NpoUH(OpPMHpPOBaHBl 00 yrposax
HapymeHus pexxuma OesonacHoctu I1/[H ¥ oTBercTBeHHOCTH 3a ero HapymeHue. OHu
JOJKHBI OBITh O3HAKOMJIEHbl C YTBEP)KIEHHOW (opMalbHOM Mpoueaypoil HalloKeHUs
JTUCIUTITMHAPHBIX B3bICKAHUI HAa COTPY/IHUKOB, KOTOPbIE HAPYIIUIN MPUHSATHIE MOJUTUHKY
1 npouenypsl 6esonacHocty [1/1H.

CoTpynauku o0s3anbl 0€3 npoMemsieHus cooOwmarh 000 BceX HaOMIOAAaEeMBbIX HIIHA
nojo3purenbHbix caydasx paborel WMCII/IH, Morymmx mnosieub 3a co0oil yrpo3ssl
OesonmacHoctu /I, a Takke O BBIBJICHHBIX HMMH COOBITHSX, 3aTParvBalOIIUX
OeszonmacHocte II/IH, pykoBOACTBY MOApa3felNeHUss U JHMIY, OTBEYalIleMy 3a
HEMEJICHHOE pearupoBaHue Ha yrpo3ssl 6ezonacnoctu [1/1H.
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7. OTBeTCTBEHHOCTH COTPYAHHKOB

B coorBerctBuM co cT. 24 ®enepanbHoro 3akoHa Poccuiickoit ®enepauuu ot 27
utonst 2006 r. Ne 152-03 «O nepcoHanbHbIX JAaHHBIX» JULA, BAHOBHbIE B HapylIEHUU
TpeboBaHuii naHHoro @DenepanbHOro 3aKOHA, HECYT TPAXKIAHCKYIO, YTOJIOBHYIO,
aJIMUHHCTPATUBHYIO, JUCLUIIIMHAPHYIO H MHYIO NPELYCMOTPEHHYIO 3aKOHOAATEIbLCTBOM

Poccuiickoii @enepaliid OTBETCTBEHHOCTb.

JleiicTBytomee 3akoHonatenbcTBO P® mosBonsier npeabsaBisTh TpeOOBaHMS IO
obecrnieueHuo Oe3zonacHoil paboThl ¢ 3auMiaeMo MH(poOpMalMedl U MnpeaycMaTpUBaeT
OTBETCTBEHHOCTH 3a HapylleHWe YCTaHOBJIEHHBIX MpaBUI dKcIutyatauuu IBM u cucrem,
HernpaBOMEpPHbIN N0OCTYN K MH(OpMAaLUU, eCli 3TU AeHCTBUS MPUBEIM K YHUUYTOXKEHMIO,
0JI0KUpOBaHUIO, MOIMpUKaLIUKW WHDOPMALIMKM WK HapylleHUIo pabotel DBM unu cereil

(crareu 272,273 u 274 YK POD).

Anmunuctpartopsl 6e3onacHoctd MCIT/IH HecyT OTBETCTBEHHOCTD 3a BCE JAEHCTBUS,
COBEpPILEHHbIE OT UMEHHU UX YUYETHbIX 3aIUCEN UIIM CUCTEMHBIX YYETHBIX 3alKCel, eCliu He

710Ka3aH (GakT HeCAaHKIIMOHUPOBAHHOT'O MCII0JIb30BAaHMUS YUETHBIX 3alUCEN.

ITpu Hapymwenusax corpyanukamu Onepatopa — monb3oBareneii UCITIH npasui,
CBA3aHHbIX ¢ OesomacHocTbio IIJ[H, OHM HecyT OTBETCTBEHHOCTh, YCTAHOBJIEHHYIO

JENCTBYIOILMM 3aKOHOAaTeIbCcTBOM Poccuiickoi Meneparuu.



